SOLIDWALL WAF

soliduwall®

CETEBOM 3KPAH AN 3ALUUTDI
BEB-NMPUJIOXXEHUU U API

CneuymanmsnpoBaHHOE peLlleHne ansa 3almnTbl KPUTUYHBIX BEG-pecypCcoB OT BHELLHMX aTak.
SolidWall WAF KoHTponmpyeT cueHapun NCnosib30BaHUA NPUNTOXKEHUN U MUHUMUN3NPYET
BO3MOXHOCTb 3KCMlyaTaunm oLLMOGOK BU3HEC-NTOMNKWN.
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<::> AdPeKTUBHbIN aHANTN3 BU3HEC-NTOMKM

SolidWall WAF — egmHCcTBEHHOE peLueHue,

MOJTIHOUEHHO PEKOHCTPYMPYOLLee 6M3H€C-HOFMKy

npunoxxkeHua. MiHbopMauMa o BbIMoHAEMbIX
nonb3oBaTeneM AeMCcTBUAX U X MapaMeTpax
ICMONb3YyeTca A9 TOHKOW HaCTPOWMKM 3aLLMTb
1 MOYKET IKCMOPTUMPOBATLCA B APYre CUCTEMBbI.

tTETj b deKTBHOE NnoaaBneHUe NOXHbIX
cpabaTbiBaHUM

NHCTPYMEHTbI paHHEero nogasneHmna Ha OCHoOBE
CUTHATYPHOro aHanmsa 1 Mogenem HopMasibHOW
0A0OThI MPUNOKEHWMM OAKOT BO3MOXHOCTb
MaKCUManbHO ObICTPO BBOAUTL WAF

B DKCM/yaTaLMIO U CHMKAIOT BEPOATHOCTb
MOABIEHNA NOXXHbIX CPabaTbiBaHWN.

'@Jé} NMonHodpyHKUUOHANbHaNA 3amTa API

DyHKuUMoHan API Gateway. Co3zgaHume

N KOPPREKTUPOBKA MOoOenel Bpy4YHyo

NN aBTOMATUYECK M, BKIKOYAaA onpeneneHume
POPMATOB AaHHbIX M METOOOB B3aMOAENCTBUY,
He noggepmBaeMblx cTaHgapToM Open API.

OO0 «ConungCodTy, 121205, Poccunda, MockBa, Tepputopua MIHHOBaALMOHHOIO LeHTPa

«CKOMKOBO», BonbLuown 6ynbBap, O. 42, cTp. |

@ foTOoBbIE MOAENN AN BCEX aCNeKToB
Pa6oTbl NPUNOXKEHUSNA

YHUBepPCanbHble Moaenmu padoTbl MPUIOKEHUSA
CTPOATCA OT €0 APXUTEKTYPbI, @ HE OT BUOOB aTak,
YTO MO3BO/IAET MCMO/1b30BaTh VWAF BO MHOYKECTBE
cLeHapmeB 1 ObICTPO aJanTUPOBaTb €ro Nod, HoOBbIe
3ada4l.

@ KoMnneKCcHbIe asiropuTMbl 3aLUUTDI
" oT nepe6OpHbIX aTaK U 6OTOB

MHOroypoBHeBad 3aLLMTa OT NepebopPHbIX

1 aBTOMATU3MPOBaHHbIX aTakK BKIIOYAET MO3UTUBHYIO
MOAENb, PEUT-TUMUTUHT, aHaNn3 NoBeaeHUs
NoNb30BaTENEN N NHbIE MeXaHW3Mbl, paboTatoLlme

Ha Pa3NNYHbIX YPOBHAX, B TOM YMUCIE Ha YPOBHE
OU3HEC-NOMMKN. BO3MOYKHOCTb MOTHODYHKLMOHAIbHOIO
aHaNM3a KIIMEHTCKOIo OKPYYXKEH M4,
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511l HTepnpeTupyemMoe MalLMHHOE o6yyeHue

HTennekTyanbHble anropmUTMbl MalLMHHOIO
OBYyUYEHNA MO3BONAT MUHUMN3MPOBATL 3aTPATHI
pecypcoB Ha HacTpouky WAF. Pe3ynsraThl
obyYEHMA MOMYT ObITb MPOAHANTN3NPOBAHDbI

N CKOPPEKTNPOBAHbI ONepaToOpOM.
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NMPEVMMYLLUECTBA SOLIDWALL WAF
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BoicTpoe noakntoueHne  PaboTa B pexxkmme MacLuTabrpyeMoCTb [TpenocTtaBngaeTca B BUAe
1 TMOKME HaCTPOMKM OITOKMPOBKM N OTKa30YCTOMYMBOCTb 0B1a4YHOro pelleHUs
MNoO 3aKal34KMKa C MNHNMaJIbHbIM YOOBHEM VPOBHA Enterprige NI Pa3MeLllaeTCH
NOYXKHbIX cpabaTbiBaHNM Ha M1oLLaaKe 3aKa34ykka
BKo4yaloT B ce69 NosnHbIM HAabop ycnyr No BHEOPEHUIO U COMNPOBOXXO,EHUIO:
—— TMPOEKTUNPOBAHKeE, Pa3BepPTbiBaHWeE — TOHKag HacTpomka WAF nog namMmeHeHud
M MepBOHaYaibHada HacTponka WAF, MNPUIOXKEHNI 3aKa34UMKa,
—— MOHUTOPUHI «30000BbA» MHCTANNALLNN, — PETPOCNEKTUBHbLIM aHaNM3 COObITUIM, HACTPOMKA

WAF anga 3awmTbl OT NepebopHbIX aTak 1 OOTOB,
— obHoBneHne WAF n ycTpaHeHme owmnbok

B paboTe pelueHna, — paccnegoBaHe MHUWMOEHTOB,
— YCTpaHeHWe NOXHbIX cpabaTbliBaHMM, —— pa3paboTKa Nneprogmyeckmx aHanmMTMYecKmx
OTYETOB,

— pPearmnpoBaHMe Ha MHUWMOEHTbl, KOUTHYHbIE
0149 3aKa34yMKa, — SKClNepTHble KOHCYTTbTal I 11O BOMNPOCaM

0a3pabOTKM 3aLUMNLLEHHbBIX MPUTOMXKEHNI.

PACLLUPEHHAA AHAJINTUKA N BHEWLHAY9 MHTEIPALLUA

SolidWall WAF nerko nHterpmpoBaTb ¢ SIEM, SolidWall WAF nogaepy>kmMBaeT MHTErpaLLmto
AHATNTUYECKUMI L aHTUBUMPYCHbIMIA C KOpMopaTUBHOWM MHPRACTRYKTYPOW OOCTaBKU
peLeHMAMK, a TaKXKe oYM BHELLHUMM MNPUIOXKEHWNIM: BHELUHMMM OGaNaHCUPOBLUMKaMM,
CUCTEMAMK C UCMOMb30BaHMEM MEeXaHM3MOB SSL-KOHLEeHTpaTopaMmn 1 Op. CyLeCcTBYHOT
Syslog, SQL, REST API v npotokona ICAP. rOTOBbIE CXeMbl 014 nHTErpaumm ¢ IBM Qradar,

Splunk, Zabbix.

splunk>  FEXERY  {REST:API} ﬁvpmmetheus & elastic ICAP ANGEIET.Eﬂ

O KOMIMAHUA

SolidSoft, poccrnckmim paspadboTymK peLleHM No 3aWmTe BeO-MPUIoX)eHMM, BbiMyCKaeT MPOaYKTbl
nofd 6peHgom SolidWall. Komnanuma 6bina ocHoBaHa B 2014 1. Ha 6a3e He3aBUCMMOW NabopaTopum
be3onacHocCTK SolidLab, koTopaa 3aHnMaeTca aHaIM30M 33U LLIEHHOCTU MHPOPMALLMOHHbBIX PeCcypCcoB,
HACTPOWKOW CPeACcTB 3allnTbl, OpraHM3aumen npouecca pa3padboTKM 3aLUNLLEHHbBIX MRUIOXEH N,
MOHUTOPUHIOM N pearmpoBaHMeEM Ha MHLUWOEHTHI.

Ceptndukart OCT3IK SolidWall WAF -
N2 4652 o cooTBeTCcTBUMM SolidWall WAF B peecTpe otevyecTtBeHHoro NoO

TpeboBaHWAM YETBEPTOro Klacca 3alluThl B COOTBETCTBUMW C [MpUKa3oM

019 MEXXCETEBbLIX KPAaHOB YPOBHA BEO- MuHUKMdPbl Poccunin
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